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Abstract

The potential applications of emerging technolo­
gies to anti-money laundering (AML) compliance 
programmes present a variety of benefits and chal­
lenges to financial institutions. Recently, technolo­
gies such as machine learning and natural language 
processing, biometrics, geolocation, and blockchain 
and smart contracts have shown tremendous poten­
tial to bolster the AML compliance efforts of finan­
cial institutions. However, the use of these technol­
ogies in AML compliance programmes of financial  
institutions present a number of challenges. This paper 
discusses these emerging technologies, the potential 
applications of such technologies to AML compli­
ance programmes of financial institutions, and the 
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associated benefits and challenges of these potential 
applications. This discussion is particularly important 
given increased regulatory scrutiny of financial insti­
tutions and their AML efforts in recent years.

Keywords:  anti-money laundering, block­
chain, artificial intelligence, biometrics, 
geolocation

INTRODUCTION
The Bank Secrecy Act (the BSA) is a com
pendium of federal statutes that serves as 
the United States’ principal anti-money 
laundering (AML) and anti-terrorist financ
ing statutes. The US Department of the 
Treasury’s Financial Crimes Enforcement 
Network (FinCEN) is responsible for pro-
mulgating regulations that implement the 
BSA. The BSA applies to a ‘financial insti
tution’, as defined under the BSA, which 
includes, without limitation, banks, credit 
unions, securities brokers and dealers, and 
money services businesses. Among other 
requirements, the BSA requires financial 
institutions to implement AML programmes.

To combat innovative bad actors, finan
cial institutions have sought innovative ways 
to utilise the latest technologies to comply 
with their AML obligations. In recent years, 
certain emerging technologies have shown 
potential to improve the AML compliance 
programmes of financial institutions. Specif-
ically, machine learning and natural language 
processing, biometrics, geolocation, as well 
as blockchain and smart contracts, present 
compelling potential to improve the effi
ciency of AML programmes. In fact, the US 
Congress has recently recognised the impor
tance of emerging technologies in this space. 
The Anti-Money Laundering Act of 2020 
(AMLA) directs FinCEN to brief Congress on 
the use of emerging technologies to combat 
money laundering, including artificial intel
ligence and distributed ledger technologies.1

Congress enacted the AMLA to improve 
information sharing and coordination 
among relevant government agencies and 
to modernise the BSA to address new 
money-laundering threats, among other 
reasons.2 The AMLA amends the BSA to 
create new AML regulatory obligations 
and strengthen AML enforcement powers. 
It increases the rewards to whistleblowers 
for reporting AML violations, enhances 
penalties for repeat and egregious AML 
violations and enables law enforcement to 
subpoena foreign financial institutions that 
hold correspondent accounts in the US. 
These enhanced penalties are particularly 
significant because in 2020 alone, US finan
cial institutions incurred roughly US$10bn 
in fines for AML and other compliance 
deficiencies.3 In addition, FinCEN and 
state banking departments have recently 
assessed significant penalties against finan
cial institutions for deficiencies in their 
AML compliance programmes.4

Further, earlier this year the Consumer 
Financial Protection Bureau (CFPB) 
announced it is invoking its authority to 
supervise nonbanks whose activities it rea
sonably believes pose risks to consumers.5 
The Dodd-Frank Wall Street Reform and 
Consumer Protection Act of 2010 granted 
this authority to the CFPB, which it 
invoked for the first time earlier this year6 
in response to the rapid growth of consumer 
offerings by nonbanks in recent years. This 
response will generally subject such non
banks to the same supervisory standards 
applicable to banks.7 Specifically, the rapid 
growth of financial technology companies 
(FinTechs) and the banking-as-a-service 
(BaaS) providers supporting FinTechs and 
banks (enabling FinTechs to embed banks’ 
services into their consumer-facing appli
cations by providing technical interfaces 
between FinTechs and banks) seems to have 
triggered this response from the CFPB. 
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However, the impact of this new over
sight of nonbanks, including FinTechs and 
BaaS providers, remains to be seen. Due 
to this new federal oversight of nonbanks, 
banks should account for AML risks pre-
sented by nonbank partners in their AML 
programmes. Given this heightened regu
latory scrutiny facing financial institutions 
and their nonbank partners, compliance 
departments should consider leveraging 
emerging technologies to improve the effi
ciency of AML programmes. This paper 
explores such uses and the associated bene
fits and challenges presented.

MACHINE LEARNING AND NATURAL 
LANGUAGE PROCESSING
Background
Machine learning is a branch of artificial 
intelligence and a method of teaching com
puters to learn from data, identify patterns 
and make decisions without human inter
vention. Machine learning algorithms are 
trained using statistical methods to analyse 
large datasets and provide insights about 
such data, which organisations then use to 
improve decision making. A machine learn
ing algorithm generally consists of three 
parts: a decision process, an error function 
and an optimisation process.8 A decision 
process is a series of steps that reviews the 
relevant data and guesses what kind of data 
pattern the algorithm should find.9 An error 
function is a measure of how accurate such 
a guess was and quantifies the extent of the 
inaccuracy (if the guess was inaccurate).10 An 
optimisation process updates the decision 
process based on the extent of the inaccu-
racy.11 The machine learning algorithm will 
repeat this process until the algorithm meets 
a certain level of accuracy.12

The real-world application of machine 
learning algorithms started decades ago, but 

a recent resurgence in its use has occurred 
due to the growing amount and variety of 
data, declining costs of computer process-
ing and data storage, and more powerful 
computer processing. Examples of recent 
real-world machine learning applications 
include self-driving cars and product rec
ommendation features on e-commerce 
websites.

Natural language processing is a branch 
of artificial intelligence and a method of 
programming computers to understand, 
interpret and respond to human language.  
A computer’s native language involves mil
lions of ones and zeros that produce certain 
actions depending on their arrangement. 
The metaphors, sarcasm, idioms and other 
ambiguous qualities of human language 
pose challenges for a computer’s native lan
guage to understand, interpret and respond 
to it.13 Natural language processing divi
des human language into small, digestible 
pieces and enables computers to deter
mine how these pieces create a particular 
meaning.14 For example, word sense disam
biguation is a function of natural language 
processing that enables computers to ana
lyse a word with multiple meanings and 
determine which meaning is most appro
priate in a particular context.15 Another 
example is speech recognition, which is 
a function of natural language processing 
that enables computers to convert spoken 
language into text data.16

Natural language processing is not a new 
science but has been applied frequently in 
recent years because of increased availabil
ity of data, power of computer processing 
and interest in human communication with 
computers. Customer service chatbots, dig
ital assistants like Apple’s Siri, and e-mail 
spam detection features are examples of 
recent real-world natural language process-
ing applications.
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Potential applications of machine learning 
and natural language processing to AML 
programmes
Machine learning and natural language 
processing can significantly improve finan-
cial institutions’ transaction monitoring. 
Many financial institutions deploy auto
mated transaction monitoring systems, but 
have regularly reported dissatisfaction with 
such systems because of false positives —  
these systems generally produce a low pro
portion of quality alerts. In fact, a small 
proportion of alerts produced result in 
a financial institution submitting a Sus-
picious Activity Report (SAR) filing or 
finding a potential sanctions violation. For 
instance, a recent survey of US financial 
institutions found that roughly 4 per cent 
of suspicious transaction alerts resulted in 
those institutions filing a SAR and roughly 
0.2 per cent of generated sanctions alerts at 
the larger institutions surveyed resulted in 
those institutions finding a potential sanc
tions violation.17

A financial institution could implement 
a machine learning and natural language 
processing algorithm that reviews all trans
action alerts produced by its transaction 
monitoring system, analyses the outcome 
of each alert (eg whether compliance per
sonnel filed a SAR or reported a sanctions 
violation), remove transaction alerts with 
a low likelihood of yielding results based 
on such analysis and therefore improve the 
quality of future transaction alerts man
ually reviewed by compliance personnel. 
The algorithm could also use the analy
sis of the outcomes of prior alerts to assign 
each future alert a risk score and organise 
alerts generated by level of risk presented. 
Natural language processing could enable 
the algorithm to ‘read’ the news, social 
media, sanctions lists and other publicly 
available information and use such data 
points as part of the algorithm’s analysis of 

the transaction alerts. Such an algorithm 
would become increasingly more accu
rate as it analyses more transaction alerts 
over time, thus gradually and significantly 
decreasing the amount of time compliance 
personnel spend on manually reviewing 
transaction alerts. Given that the review 
of transaction alerts and converting such 
alerts into cases for further review accounts 
for a significant portion of the time spent 
during the SAR filing process, such an 
algorithm can save compliance personnel 
a lot of time.18

However, such an algorithm would only 
be as effective as the quality of the data it 
analyses.19 Financial institutions should 
therefore ensure data collected is depend
able, accessible and organised (eg by using 
quality storage methods such as cloud stor
age) and employ data scientists or similar 
personnel to manage such data and support 
compliance personnel. Further, regulators 
have emphasised that financial institutions 
relying on artificial intelligence tools in 
AML compliance should be able to explain 
the models used to regulators and consumers 
and monitor their performance regularly.20 
This task may prove diffi cult in the machine 
learning and natural language processing 
context because the models used may be 
suffi ciently complicated to surpass human 
comprehension (ie ‘black box’ models).21 
Despite these challenges, machine learning 
and natural language processing present sig
nificant potential to improve the efficiency 
of transaction monitoring.

Certain financial institutions have 
obtained positive results from implementing 
machine learning in their AML compliance 
programmes. The Bank of Montreal (BMO) 
recently transferred approximately 50–60 
per cent of its existing rules-based transac
tion monitoring to transaction monitoring 
based on machine learning or advanced ana
lytics.22 As of August 2022, BMO claimed 
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its AML compliance programme is roughly 
25–35 per cent more efficient.23 However, 
BMO has cautioned that bank regulators 
may be skeptical of such artificial intelli-
gence tools because they are accustomed to 
rules-based systems for transaction monitor
ing. Therefore BMO meets quarterly with 
its own regulators to describe the technical 
steps involved in its use of artificial intel-
ligence tools in AML compliance and to 
address any concerns with such use.24

BIOMETRICS
Background
Biometric data is data on an individual’s 
physiological or behavioural traits. Many 
businesses, including financial institutions, 
have used some form of biometric data col
lection for identity verification and account 
access purposes, such as fingerprint scans. In 
recent years, customers have generally wel
comed a shift to biometric-based account 
access because password-based account 
access has become relatively inconvenient 
for customers.25 Recently, technology has 
facilitated the collection of new types of 
biometric data, such as heart and vein data, 
thermal data, keystroke data, and facial and 
iris data.26

Potential applications of biometrics to AML 
programmes
Over the last decade, financial institutions 
have regularly used biometric data for iden
tity verification and account access purposes, 
such as fingerprint scanning or voice recog
nition through a financial institution’s smart 
phone application. Recently, more advanced 
biometric methods for identity verifica
tion and account access purposes have been 
implemented, such as facial and iris recog
nition software. Generally, such software 
verifies an individual’s identity by com
paring the facial and eye features collected 

against a publicly available photograph of 
the individual or a separately provided photo 
identification, such as a driver’s licence or 
passport.27

Implementing facial recognition or iris 
scan software to verify identities during 
customer onboarding and on an ongoing 
basis for account access could significantly 
improve financial institutions’ know-your-
customer (KYC) and anti-fraud efforts. 
These technologies identify individuals with 
an extremely high degree of accuracy. For 
instance, according to research published 
by the Center for Strategic & International 
Studies, facial recognition algorithms are 
generally accurate approximately 99.9 per 
cent of the time when clear reference images 
are used.28 Another study found that a sig
nificant number of iris scanning software 
reviewed generally had similar levels of 
accuracy.29 Further, these technologies rely 
on far more data points than older biometric 
verification methods, which makes identity 
fraud far more challenging. For example, 
identity verification through iris scanning 
generally relies on 260 identifying points, 
compared with 16 through fingerprint scan
ning.30 However, these technologies are 
relatively inaccurate at identifying individ
uals with features that are less common in 
a given population (eg ethnic minorities).31

Nevertheless, the benefits of such tech
nology should generally outweigh the risks. 
Financial institutions should consider leverag
ing facial and iris recognition software as 
an additional tool to improve identity veri
fication and address fraud, especially given 
the associated risks from the increase in 
remote onboarding of new customers in the 
COVID-19 era. Some financial institutions 
have implemented such biometrics during 
the COVID-19 pandemic. For example, TD 
Bank recently added facial recognition bio
metrics (among other biometrics, including 
fingerprint and vocal recognition) to ver
ify customers’ identities through its mobile 
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application. It reported a resulting general 
improvement in the bank’s identity verifi
cation efforts and a reduction of customer 
friction during onboarding.32 However, prior 
to leveraging this technology, financial insti
tutions should be aware that the collection of 
facial and iris data may present privacy issues. 
Some state privacy laws restrict the collection 
of consumers’ biometric data, such as requir
ing informed consent before collection and 
prohibiting revenue generation from such 
data.33 Such state laws may exempt biometric 
data collected by a financial institution from 
such requirements.34 Financial institutions 
should review the privacy laws of each rele
vant state for any applicable requirements and 
exemptions prior to using facial or iris recog
nition software.

GEOLOCATION
Background
Geolocation data determines the precise 
physical location of any person or object and 
may be collected through various sources. 
Common sources include an internet 
user’s Internet protocol (IP) address, which 
contains information that reveals the indi
vidual’s physical location and an individual’s 
use of cellular data on a mobile device, 
which reveals an individual’s physical loca
tion through triangulation of the data signal 
between cellular towers.35

Potential applications of geolocation 
to AML programmes
Financial institutions have historically used 
geolocation data, particularly IP addresses, 
to verify a user’s actual location during cus
tomer onboarding and ongoing customer 
due diligence. In recent years, US regulators 
have emphasised that financial institutions 
should rely on multiple sources of geolocation 
data.36 For instance, aggregating geolocation 

data sourced from an IP address as well as 
cell tower, global positioning system (GPS) 
and/or Wi-Fi triangulation would enable 
financial institutions to verify a user’s loca
tion with a far higher degree of confidence 
than using one such source. A multi-sourced 
approach would improve a financial institu
tion’s ability to understand user behaviour 
and detect suspicious activity by providing 
an accurate record of each user’s usual loca
tions and typical movement patterns. Some 
financial institutions rely on multi-sourced 
approaches to confirm a user’s actual loca
tion and improve their initial and ongoing 
customer due diligence efforts. For exam
ple, People’s United Bank relies on multiple 
sources in addition to an IP address to con
firm a customer’s actual location, including 
an anonymisation indicator/internet service 
provider, device language and a device iden
tification number.37

Such multi-sourced approach may avoid 
issues from heavily relying on an IP address 
to verify a person’s location, such as a per
son’s use of a virtual private network (VPN) 
or domain name system (DNS) to mask 
the person’s IP address and circumvent IP 
address monitoring (known as ‘IP misattri
bution’ or ‘location spoofing’).38

Financial institutions should effectively 
deploy the geolocation data once col
lected. The Office of Foreign Assets Control 
(OFAC) recently brought enforcement 
actions against certain entities for failing to 
use geolocation data in their possession to 
block transactions from and/or to sanctioned 
jurisdictions.39 For instance, OFAC found 
that BitGo, a provider of secure digital 
wallet management services, had suffi cient 
geolocation data to verify the actual loca
tion of its users (eg users’ actual IP addresses) 
but failed to deploy such data to prevent 
users in sanctioned countries from trans-
acting through digital currency wallets on 
BitGo’s platform. Specifically, individuals 
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located in Crimea, Cuba, Iran, Sudan and 
Syria transacted 183 times on BitGo’s plat
form over a four-year period, and BitGo had 
suffi cient data to know the actual location of 
such users and did not implement internal 
controls to prevent these transactions. As a 
result, collecting suffi cient geolocation data 
may not be enough to avoid regulatory scru
tiny — financial institutions should deploy 
this data to ensure internal controls and 
processes are in place to prevent prohibited 
transactions.

Accordingly, financial institutions should 
use a multi-source approach for geolocation 
data and effectively deploy it to avoid such 
issues and improve customer onboarding 
and ongoing due diligence efforts. However, 
financial institutions should review state pri
vacy laws before collecting such data, which 
may establish requirements and exemptions 
applicable to the collection of geolocation 
data by a financial institution in such a state.

BLOCKCHAIN AND SMART 
CONTRACTS
Background
A blockchain is a type of distributed ledger 
that is stored and maintained on each com
puter participating on the blockchain. Each 
participating computer stores and maintains 
a copy of the exact same ledger. Such com
puters constantly communicate to update 
and synchronise the ledger by verifying 
transactions (or other information) — a 
process known as ‘consensus’ — which con
firms the validity of individual transactions 
(or other information) and the entire ledger 
by aggregating transactions into blocks of 
data. Generally, the consensus process results 
in a chain of immutable blocks of data.

Three main types of blockchains exist: 
public blockchains, private blockchains 
and consortium blockchains. In a public 
blockchain, anyone may join the network, 

participate in the consensus process, or 
access and maintain the ledger. A public  
blockchain is completely decentralised —  
no central authority can manipulate or 
otherwise control it.40 Many cryptocurren-
cies, including Bitcoin, operate on a public 
blockchain. In contrast, a private blockchain 
has a single central network operator that 
controls who may join the network, partic
ipate in the consensus process, or access and 
maintain the ledger.41 The central network 
operator may edit or delete blocks of data on 
the blockchain in its discretion. An exam
ple of a private blockchain is Ripple, which 
facilitates cryptocurrency exchange among 
certain businesses. A consortium block-
chain has several network operators rather 
than one (in the case of a private blockchain) 
or zero (in the case of a public blockchain), 
which determine who may join the net
work, participate in the consensus process, 
or access and maintain the ledger.42 A group 
of organisations with common goals may 
use a consortium blockchain to transfer data 
amongst themselves securely and efficiently, 
such as participants in a supply chain.43

A smart contract is a computer pro-
gramme stored on a blockchain that 
improves the security, efficiency and impar
tiality of contract execution by eliminating 
the need for an individual to enforce an 
agreement. A smart contract digitises agree
ments by turning agreement terms into 
code that automatically executes once such 
terms are met. Smart contracts monitor data 
within the blockchain or from a third-party 
data source to determine whether the con
tract terms have been met and will execute 
only if such conditions are met and may not 
correspond to an actual legal contract.44

For example, a smart contract may be 
used to facilitate a property rental by pro
gramming the following terms into the 
smart contract: (i) if tenant sends landlord 
the agreed amount in cryptocurrency, then 
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tenant will receive a digital key to the prop
erty; and (ii) if landlord sends a digital key 
to the property to tenant, then tenant will 
send the agreed amount in cryptocurrency 
to landlord. If the tenant sends landlord the 
cryptocurrency or the landlord sends tenant 
the digital key to the property — which
ever occurs first — the contract will enforce 
the agreement by executing the other party’s 
obligation automatically via the blockchain 
(ie sending the cryptocurrency or the digital 
key, as applicable, to the respective accounts 
of landlord or tenant).

Potential applications of blockchain 
and smart contracts to AML programmes
US financial institutions could implement 
a consortium blockchain to decrease costs 
and improve outcomes associated with their 
customer identity verification and transac
tion monitoring obligations. A consortium 
blockchain could enable a participating 
financial institution to rely on KYC infor
mation collected, verified and stored on 
the consortium blockchain by one of the 
other participating financial institutions. 
In other words, each customer could com
plete the KYC process only once, rather 
than each time a participating financial 
institution begins a relationship with such 
customer, and such customer could share 
its KYC results securely with each partici
pating financial institution it intends to 
use. This process could result in a digital 
profile for the customer stored on the con
sortium blockchain — covering biographic 
information, transaction types, dollar vol
ume, expected origination, destination of 
transactions and frequency of transactions. 
A participating financial institution rely
ing on this digital profile could reduce the 
significant amount of resources expended 
to complete KYC for a new customer. In 
fact, the process of collecting and verifying 

KYC information takes approximately 30 to  
50 days on average for a financial institu
tion to complete and costs approximately 
US$60m per year.45

Each participating financial institution 
could modify a customer’s profile stored 
on the consortium blockchain to reflect 
updates to KYC information and/or each 
new transaction the customer engages in. 
Storing all customer data on a consortium 
blockchain could improve monitoring for 
suspicious transactions by enabling partici
pating financial institutions to immediately 
notify other participating financial institu
tions of detected suspicious activity. Each 
participating financial institution would 
have immediate access to the suspicious 
transaction data and could rely on the infor
mation sharing provision under the BSA to 
share such suspicious transaction data with 
other participating financial institutions.46 
Such information sharing through the con
sortium blockchain would provide a clear, 
auditable and immutable record of the trans
action data that the participating financial 
institutions found suspicious — as well as the 
KYC information the participating financial 
institutions relied on prior to opening cus
tomer accounts — which could streamline 
any regulatory review or internal review of 
such information.

Although no financial institutions have 
implemented a consortium blockchain to 
date, IBM has tested a proof-of-concept 
consortium blockchain among financial 
institutions for KYC purposes in partner
ship with HSBC, Deutsche Bank and several 
other major financial institutions.47 This 
proof-of-concept consortium blockchain 
generally met its objectives, which included, 
among others, to: (i) ‘define harmonized 
standards for the collection and validation 
of certain core document and information 
agreeable to all bank participants’; (ii) ‘elim
inate repetition of mundane documentary 
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tasks through collaboration and privacy-
preserving sharing’; and (iii) ‘digitize all 
corporate KYC information to preserve 
authenticity and accuracy’.48

Further, financial institutions could use 
smart contracts to improve transaction 
monitoring and reporting. Generally, the 
SAR filing process involves six stages: (i) 
maintaining a transaction monitoring sys
tem; (ii) reviewing transaction alerts; (iii) 
converting alerts into cases; (iv) reviewing 
the cases; (v) documenting the rationale 
behind whether to file a SAR and (vi) filing 
the SAR. Currently, financial institutions 
spend significant resources completing this 
process. In 2020, for instance, FinCEN 
estimated that compliance personnel at US 
financial institutions took roughly 20 min
utes on average to complete steps (iv)–(vi) 
for each case and roughly 5.5m cases were 
created that year, which resulted in roughly 
US$91m in time spent on such review that 
year.49 A financial institution could pro-
gramme certain conditions precedent for 
filing a SAR into a smart contract based 
on transaction data and automatically pop
ulate the relevant information on a SAR 
form for submission to FinCEN (eg if a 
customer makes X transactions over Y dol
lar amount to an account located abroad 
within Z period of time, then populate and 
file a SAR). However, the review of certain 
transactions may require more subjectivity 
than a smart contract’s logic permits (ie 
does not follow a strict ‘if . . . ​then’ format) 
and therefore financial institutions could 
rely on manual review in such situations. 
Accordingly, financial institutions could 
save significant amounts of time each year 
by using smart contracts to support transac
tion monitoring and reporting efforts.

However, implementing a consortium 
blockchain and smart contracts to improve 
AML compliance efforts presents sev
eral challenges. First, regulators generally 
have a lack of understanding of blockchain 

technology and have historically relied on 
legacy systems at financial institutions for 
compliance and reporting functions. In fact, 
financial institutions generally lack confi
dence in their regulators’ understanding of 
emerging technologies used for BSA/AML 
compliance. Roughly 60 per cent of finan
cial institutions surveyed in 2021 said their 
regulators stay up to date on technology 
in the BSA/AML space to the following 
extent: ‘OK, poorly, or not at all’.50 Regu-
lators’ lack of understanding is problematic 
because financial institutions would need 
their approval before using a consortium 
blockchain or smart contracts for KYC 
purposes. In addition, implementing a con
sortium blockchain would improve identity 
verification and transaction monitoring 
efficiency only if a significant number of 
financial institutions participated, which 
may be unlikely because of potential privacy 
law concerns and hesitance to share sensitive 
customer data with competitors. Further, 
the potential benefits of a consortium block-
chain depends on a participating financial 
institution sharing accurate customer 
information. Implementing a consortium 
blockchain does not guarantee the accu
racy of customer information shared, which 
could cause liability issues in the event a 
participating financial institution relies on 
inaccurate KYC information (eg a regulator 
may impose liability on both the relying and 
providing financial institutions for compli
ance failures resulting from the inaccurate 
information).

CONCLUSION
Machine learning and natural language 
processing, biometrics, geolocation, as well 
as blockchain and smart contracts have 
significant potential to improve financial 
institutions’ AML compliance efforts. A 
financial institution should weigh the ben
efits and challenges discussed above and 
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determine if implementing any of these 
technologies would provide a net benefit 
to its AML compliance programme. Given 
the pace of technological change, finan
cial institutions should monitor the market 
on an ongoing basis for new products and 
services that could improve their AML 
programmes.
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