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AbstrAct

The poten tial appli ca tions of emerg ing tech nol o
gies to antimoney laun der ing (AML) com pli ance 
programmes pres ent a vari ety of ben e fits and chal
lenges to finan cial insti tu tions. Recently, tech nol o
gies such as machine learn ing and nat u ral lan guage 
processing, bio met rics, geolocation, and blockchain 
and smart con tracts have shown tre men dous poten
tial to bol ster the AML com pli ance efforts of finan
cial insti tu tions. However, the use of these tech nol
o gies in AML com pli ance programmes of finan cial  
insti tu tions pres ent a num ber of chal lenges. This paper 
discusses these emerg ing tech nol o gies, the poten tial 
appli ca tions of such tech nol o gies to AML com pli
ance programmes of finan cial insti tu tions, and the 
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asso ci ated ben e fits and chal lenges of these poten tial 
appli ca tions. This dis cus sion is par tic u larly impor tant 
given increased reg u la tory scru tiny of finan cial insti
tu tions and their AML efforts in recent years.

Keywords: antimoney laun der ing, block
chain, arti fi cial intel li gence, bio met rics, 
geolocation

INTRODUCTION
The Bank Secrecy Act (the BSA) is a com-
pen dium of fed eral stat utes that serves as 
the United States’ prin ci pal anti-money 
laun der ing (AML) and anti-ter ror ist financ-
ing stat utes. The US Department of the 
Treasury’s Financial Crimes Enforcement 
Network (FinCEN) is respon si ble for pro-
mulgating reg u la tions that imple ment the 
BSA. The BSA applies to a ‘finan cial insti-
tu tion’, as defined under the BSA, which 
includes, with out lim i ta tion, banks, credit 
unions, secu ri ties bro kers and deal ers, and 
money ser vices businesses. Among other 
require ments, the BSA requires finan cial 
insti tu tions to imple ment AML programmes.

To combat inno va tive bad actors, finan-
cial insti tu tions have sought inno va tive ways 
to uti lise the lat est tech nol o gies to com ply 
with their AML obli ga tions. In recent years, 
cer tain emerg ing tech nol o gies have shown 
poten tial to improve the AML com pli ance 
programmes of finan cial insti tu tions. Specif-
ically, machine learn ing and nat u ral lan guage 
processing, bio met rics, geolocation, as well 
as blockchain and smart con tracts, pres ent 
com pel ling poten tial to improve the effi-
ciency of AML programmes. In fact, the US 
Congress has recently recognised the impor-
tance of emerg ing tech nol o gies in this space. 
The Anti-Money Laundering Act of 2020 
(AMLA) directs FinCEN to brief Congress on 
the use of emerg ing tech nol o gies to com bat 
money laun der ing, includ ing arti fi cial intel-
li gence and dis trib uted led ger tech nol o gies.1

Congress enacted the AMLA to improve 
infor ma tion shar ing and coor di na tion 
among rel e vant gov ern ment agencies and 
to mod ern ise the BSA to address new 
money-laun der ing threats, among other 
rea sons.2 The AMLA amends the BSA to 
cre ate new AML reg u la tory obli ga tions 
and strengthen AML enforce ment pow ers. 
It increases the rewards to whistleblowers 
for reporting AML vio la tions, enhances 
pen al ties for repeat and egre gious AML 
vio la tions and enables law enforce ment to 
sub poena for eign finan cial insti tu tions that 
hold cor re spon dent accounts in the US. 
These enhanced pen al ties are par tic u larly 
sig nifi  cant because in 2020 alone, US finan-
cial insti tu tions incurred roughly US$10bn 
in fines for AML and other com pli ance 
deficiencies.3 In addi tion, FinCEN and 
state bank ing depart ments have recently 
assessed sig nifi  cant pen al ties against finan-
cial insti tu tions for deficiencies in their 
AML com pli ance programmes.4

Further, ear lier this year the Consumer 
Financial Protection Bureau (CFPB) 
announced it is invok ing its author ity to 
super vise non banks whose activ i ties it rea-
son ably believes pose risks to con sum ers.5 
The Dodd-Frank Wall Street Reform and 
Consumer Protection Act of 2010 granted 
this author ity to the CFPB, which it 
invoked for the first time ear lier this year6 
in response to the rapid growth of con sumer 
offer ings by non banks in recent years. This 
response will gen er ally sub ject such non-
banks to the same super vi sory stan dards 
appli ca ble to banks.7 Specifically, the rapid 
growth of finan cial tech nol ogy com pa nies 
(FinTechs) and the bank ing-as-a-ser vice 
(BaaS) pro vid ers supporting FinTechs and 
banks (enabling FinTechs to embed banks’ 
ser vices into their con sumer-fac ing appli-
ca tions by pro vid ing tech ni cal inter faces 
between FinTechs and banks) seems to have 
trig gered this response from the CFPB. 
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However, the impact of this new over-
sight of non banks, includ ing FinTechs and 
BaaS pro vid ers, remains to be seen. Due 
to this new fed eral over sight of non banks, 
banks should account for AML risks pre-
sented by non bank part ners in their AML 
programmes. Given this height ened reg u-
la tory scru tiny fac ing finan cial insti tu tions 
and their non bank part ners, com pli ance 
depart ments should con sider leverag ing 
emerg ing tech nol o gies to improve the effi-
ciency of AML programmes. This paper 
explores such uses and the asso ci ated ben e-
fits and chal lenges presented.

MACHINE LEARNING AND NATURAL 
LANGUAGE PROCESSING
Background
Machine learn ing is a branch of arti fi cial 
intel li gence and a method of teach ing com-
put ers to learn from data, iden tify pat terns 
and make deci sions with out human inter-
ven tion. Machine learn ing algo rithms are 
trained using sta tis ti cal meth ods to ana lyse 
large datasets and pro vide insights about 
such data, which orga ni sa tions then use to 
improve deci sion mak ing. A machine learn-
ing algo rithm gen er ally con sists of three 
parts: a deci sion pro cess, an error func tion 
and an opti mi sa tion pro cess.8 A deci sion 
pro cess is a series of steps that reviews the 
rel e vant data and guesses what kind of data 
pat tern the algo rithm should find.9 An error 
func tion is a mea sure of how accu rate such 
a guess was and quantifies the extent of the 
inaccuracy (if the guess was inac cu rate).10 An 
opti mi sa tion pro cess updates the deci sion 
pro cess based on the extent of the inaccu-
racy.11 The machine learn ing algo rithm will 
repeat this pro cess until the algo rithm meets 
a cer tain level of accu racy.12

The real-world appli ca tion of machine 
learn ing algo rithms started decades ago, but 

a recent resur gence in its use has occurred 
due to the grow ing amount and vari ety of 
data, declin ing costs of com puter process-
ing and data stor age, and more pow er ful 
com puter processing. Examples of recent 
real-world machine learn ing appli ca tions 
include self-driv ing cars and prod uct rec-
om men da tion fea tures on e-com merce 
websites.

Natural lan guage processing is a branch 
of arti fi cial intel li gence and a method of 
pro gram ming com put ers to under stand, 
inter pret and respond to human lan guage.  
A com puter’s native lan guage involves mil-
li ons of ones and zeros that pro duce cer tain 
actions depending on their arrange ment. 
The met a phors, sar casm, idi oms and other 
ambig u ous qual i ties of human lan guage 
pose challenges for a com puter’s native lan-
guage to under stand, inter pret and respond 
to it.13 Natural lan guage processing divi-
des human lan guage into small, digest ible 
pieces and enables com put ers to deter-
mine how these pieces cre ate a par tic u lar 
mean ing.14 For exam ple, word sense dis am-
big u a tion is a func tion of nat u ral lan guage 
processing that enables com put ers to ana-
lyse a word with mul ti ple mean ings and 
deter mine which mean ing is most appro-
pri ate in a par tic u lar con text.15 Another 
exam ple is speech rec og ni tion, which is 
a func tion of nat u ral lan guage processing 
that enables com put ers to con vert spo ken 
lan guage into text data.16

Natural lan guage processing is not a new 
sci ence but has been applied fre quently in 
recent years because of increased avail abil-
ity of data, power of com puter processing 
and inter est in human com mu ni ca tion with 
com put ers. Customer ser vice chatbots, dig-
i tal assis tants like Apple’s Siri, and e-mail 
spam detec tion fea tures are exam ples of 
recent real-world nat u ral lan guage process-
ing appli ca tions.
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Potential applications of machine learning 
and natural language processing to AML 
programmes
Machine learn ing and nat u ral lan guage 
processing can sig nifi  cantly improve finan-
cial institutions’ transaction monitoring. 
Many finan cial insti tu tions deploy auto-
mated trans ac tion mon i tor ing sys tems, but 
have reg u larly reported dis sat is fac tion with 
such sys tems because of false pos i tives —  
these sys tems gen er ally pro duce a low pro-
por tion of qual ity alerts. In fact, a small 
pro por tion of alerts pro duced result in 
a finan cial insti tu tion sub mit ting a Sus-
picious Activity Report (SAR) fil ing or 
find ing a poten tial sanc tions vio la tion. For 
instance, a recent sur vey of US finan cial 
insti tu tions found that roughly 4 per cent 
of sus pi cious trans ac tion alerts resulted in 
those insti tu tions fil ing a SAR and roughly 
0.2 per cent of gen er ated sanc tions alerts at 
the larger insti tu tions sur veyed resulted in 
those insti tu tions find ing a poten tial sanc-
tions vio la tion.17

A finan cial insti tu tion could imple ment 
a machine learn ing and nat u ral lan guage 
processing algo rithm that reviews all  trans-
ac tion alerts pro duced by its trans ac tion 
mon i tor ing sys tem, ana ly ses the out come 
of each alert (eg whether com pli ance per-
son nel filed a SAR or reported a sanc tions 
vio la tion), remove trans ac tion alerts with 
a low like li hood of yield ing results based 
on such anal y sis and there fore improve the 
qual ity of future trans ac tion alerts man-
u ally reviewed by com pli ance per son nel. 
The algo rithm could also use the anal y-
sis of the out comes of prior alerts to assign 
each future alert a risk score and orga nise 
alerts gen er ated by level of risk presented. 
Natural lan guage processing could enable 
the algo rithm to ‘read’ the news, social 
media, sanc tions lists and other pub licly 
avail  able infor ma tion and use such data 
points as part of the algo rithm’s anal y sis of 

the trans ac tion alerts. Such an algo rithm 
would become increas ingly more accu-
rate as it ana ly ses more trans ac tion alerts 
over time, thus grad u ally and sig nifi  cantly 
decreas ing the amount of time com pli ance 
per son nel spend on man u ally reviewing 
trans ac tion alerts. Given that the review 
of trans ac tion alerts and converting such 
alerts into cases for fur ther review accounts 
for a sig nifi  cant por tion of the time spent 
dur ing the SAR fil ing pro cess, such an 
algo rithm can save com pli ance per son nel 
a lot of time.18

However, such an algo rithm would only 
be as effec tive as the qual ity of the data it 
ana ly ses.19 Financial insti tu tions should 
there fore ensure data col lected is depend-
able, acces si ble and organised (eg by using 
qual ity stor age meth ods such as cloud stor-
age) and employ data sci en tists or sim i lar 
per son nel to man age such data and sup port 
com pli ance per son nel. Further, reg u la tors 
have emphasised that finan cial insti tu tions 
rely ing on arti fi cial intel li gence tools in 
AML com pli ance should be  able to explain 
the mod els used to reg u la tors and con sum ers 
and mon i tor their per for mance reg u larly.20 
This task may prove diffi  cult in the machine 
learn ing and nat u ral lan guage processing 
con text because the mod els used may be 
suffi  ciently com pli cated to sur pass human 
com pre hen sion (ie ‘black box’ mod els).21 
Despite these chal lenges, machine learn ing 
and nat u ral lan guage processing pres ent sig-
nifi  cant poten tial to improve the effi ciency 
of trans ac tion mon i tor ing.

Cer tain finan cial insti tu tions have 
obtained positive results from implementing 
machine learn ing in their AML com pli ance 
programmes. The Bank of Montreal (BMO) 
recently trans ferred approx i ma tely 50–60 
per cent of its existing rules-based trans ac-
tion mon i tor ing to trans ac tion mon i tor ing 
based on machine learn ing or advanced ana-
lyt ics.22 As of August 2022, BMO claimed 



VanBrackle et al.

Page 252

its AML com pli ance programme is roughly 
25–35 per cent more effi cient.23 However, 
BMO has cau tioned that bank reg u la tors 
may be skep ti cal of such artificial intelli-
gence tools because they are accus tomed to 
rules-based sys tems for trans ac tion mon i tor-
ing. There fore BMO meets quar terly with 
its own reg u la tors to describe the tech ni cal 
steps involved in its use of artificial intel-
ligence tools in AML com pli ance and to 
address any con cerns with such use.24

BIOMETRICS
Background
Biometric data is data on an individual’s 
phys i o log i cal or behavioural traits. Many 
businesses, includ ing finan cial insti tu tions, 
have used some form of bio met ric data col-
lec tion for iden tity ver i fi ca tion and account 
access pur poses, such as fin ger print scans. In 
recent years, cus tom ers have gen er ally wel-
comed a shift to bio met ric-based account 
access because pass word-based account 
access has become rel a tively incon ve nient 
for cus tom ers.25 Recently, tech nol ogy has 
facil i tated the col lec tion of new types of 
bio met ric data, such as heart and vein data, 
ther mal data, key stroke data, and facial and 
iris data.26

Potential applications of biometrics to AML 
programmes
Over the last decade, finan cial insti tu tions 
have reg u larly used bio met ric data for iden-
tity ver i fi ca tion and account access pur poses, 
such as fin ger print scan ning or voice rec og-
ni tion through a finan cial insti tu tion’s smart 
phone appli ca tion. Recently, more advanced 
bio met ric meth ods for iden tity ver i fi ca-
tion and account access pur poses have been 
implemented, such as facial and iris rec og-
ni tion soft ware. Generally, such soft ware 
verifies an indi vid ual’s iden tity by com-
par ing the facial and eye fea tures col lected 

against a pub licly avail  able pho to graph of 
the indi vid ual or a sep a rately pro vided photo 
iden ti fi ca tion, such as a driver’s licence or 
pass port.27

Implementing facial rec og ni tion or iris 
scan soft ware to ver ify iden ti ties dur ing 
cus tomer onboarding and on an ongo ing 
basis for account access could sig nifi  cantly 
improve finan cial insti tu tions’ know-your- 
customer (KYC) and anti-fraud efforts. 
These tech nol o gies iden tify indi vid u als with 
an extremely high degree of accu racy. For 
instance, according to research published 
by the Center for Strategic & International 
Studies, facial rec og ni tion algo rithms are 
gen er ally accu rate approx i ma tely 99.9 per 
cent of the time when clear ref er ence images 
are used.28 Another study found that a sig-
nifi  cant num ber of iris scan ning soft ware 
reviewed gen er ally had sim i lar lev els of 
accu racy.29 Further, these tech nol o gies rely 
on far more data points than older bio met ric 
ver i fi ca tion meth ods, which makes iden tity 
fraud far more chal leng ing. For exam ple, 
iden tity ver i fi ca tion through iris scan ning 
gen er ally relies on 260 iden ti fy ing points, 
compared with 16 through fin ger print scan-
ning.30 However, these tech nol o gies are 
rel a tively inac cu rate at iden ti fy ing indi vid-
u als with fea tures that are less com mon in 
a given pop u la tion (eg eth nic minor i ties).31

Nevertheless, the ben e fits of such tech-
nol ogy should gen er ally out weigh the risks. 
Financial insti tu tions should con sider leverag-
ing facial and iris rec og ni tion soft ware as 
an addi tional tool to improve iden tity ver i-
fi ca tion and address fraud, espe cially given 
the asso ci ated risks from the increase in 
remote onboarding of new cus tom ers in the 
COVID-19 era. Some finan cial insti tu tions 
have implemented such bio met rics dur ing 
the COVID-19 pandemic. For exam ple, TD 
Bank recently added facial rec og ni tion bio-
met rics (among other bio met rics, includ ing 
fin ger print and vocal rec og ni tion) to ver-
ify cus tom ers’ iden ti ties through its mobile 
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appli ca tion. It reported a resulting gen eral 
improve ment in the bank’s iden tity ver i fi-
ca tion efforts and a reduc tion of cus tomer 
fric tion dur ing onboarding.32 However, prior 
to leverag ing this tech nol ogy, finan cial insti-
tu tions should be aware that the col lec tion of 
facial and iris data may pres ent pri vacy issues. 
Some state pri vacy laws restrict the col lec tion 
of con sum ers’ bio met ric data, such as requir-
ing informed con sent before col lec tion and 
pro hib it ing revenue generation from such 
data.33 Such state laws may exempt bio met ric 
data col lected by a finan cial insti tu tion from 
such require ments.34 Financial insti tu tions 
should review the pri vacy laws of each rel e-
vant state for any appli ca ble require ments and 
exemp tions prior to using facial or iris rec og-
ni tion soft ware.

GEOLOCATION
Background
Geolocation data deter mines the pre cise 
phys i cal loca tion of any per son or object and 
may be col lected through various sources. 
Common sources include an internet 
user’s Inter net pro to col (IP) address, which 
con tains infor ma tion that reveals the indi-
vid ual’s phys i cal loca tion and an indi vid ual’s 
use of cel lu lar data on a mobile device, 
which reveals an indi vid ual’s phys i cal loca-
tion through tri an gu la tion of the data sig nal 
between cel lu lar tow ers.35

Potential applications of geolocation 
to AML programmes
Financial insti tu tions have his tor i cally used 
geolocation data, par tic u larly IP addresses, 
to ver ify a user’s actual loca tion dur ing cus-
tomer onboarding and ongo ing cus tomer 
due dil i gence. In recent years, US reg u la tors 
have emphasised that finan cial insti tu tions 
should rely on mul ti ple sources of geolocation 
data.36 For instance, aggre gat ing geolocation 

data sourced from an IP address as well as 
cell tower, global posi tion ing sys tem (GPS) 
and/or Wi-Fi tri an gu la tion would enable 
finan cial insti tu tions to ver ify a user’s loca-
tion with a far higher degree of con fi dence 
than using one such source. A multi-sourced 
approach would improve a finan cial insti tu-
tion’s abil ity to under stand user behav iour 
and detect sus pi cious activ ity by pro vid ing 
an accu rate record of each user’s usual loca-
tions and typ i cal move ment pat terns. Some 
finan cial insti tu tions rely on multi-sourced 
approaches to con firm a user’s actual loca-
tion and improve their ini tial and ongo ing 
cus tomer due dil i gence efforts. For exam-
ple, People’s United Bank relies on mul ti ple 
sources in addi tion to an IP address to con-
firm a cus tomer’s actual loca tion, includ ing 
an anonymisation indi ca tor/internet ser vice 
pro vider, device lan guage and a device iden-
ti fi ca tion num ber.37

Such multi-sourced approach may avoid 
issues from heavily rely ing on an IP address 
to ver ify a per son’s loca tion, such as a per-
son’s use of a vir tual pri vate net work (VPN) 
or domain name sys tem (DNS) to mask 
the per son’s IP address and cir cum vent IP 
address mon i tor ing (known as ‘IP mis at tri-
bu tion’ or ‘loca tion spoofing’).38

Financial insti tu tions should effec tively 
deploy the geolocation data once col-
lected. The Office of Foreign Assets Control 
(OFAC) recently brought enforce ment 
actions against cer tain enti ties for fail ing to 
use geolocation data in their pos ses sion to 
block trans ac tions from and/or to sanc tioned 
juris dic tions.39 For instance, OFAC found 
that BitGo, a pro vider of secure dig i tal 
wal let man age ment ser vices, had suffi  cient 
geolocation data to ver ify the actual loca-
tion of its users (eg users’ actual IP addresses) 
but failed to deploy such data to pre vent 
users in sanc tioned countries from trans-
acting through dig i tal cur rency wal lets on 
BitGo’s plat form. Specifically, indi vid u als 
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located in Crimea, Cuba, Iran, Sudan and 
Syria transacted 183 times on BitGo’s plat-
form over a four-year period, and BitGo had 
suffi  cient data to know the actual loca tion of 
such users and did not imple ment inter nal 
con trols to pre vent these trans ac tions. As a 
result, collecting suffi  cient geolocation data 
may not be enough to avoid reg u la tory scru-
tiny — finan cial insti tu tions should deploy 
this data to ensure inter nal con trols and 
pro cesses are in place to pre vent prohibited 
trans ac tions.

Accordingly, finan cial insti tu tions should 
use a multi-source approach for geolocation 
data and effec tively deploy it to avoid such 
issues and improve cus tomer onboarding 
and ongo ing due dil i gence efforts. However, 
financial insti tu tions should review state pri-
vacy laws before collecting such data, which 
may estab lish require ments and exemp tions 
appli ca ble to the col lec tion of geolocation 
data by a finan cial insti tu tion in such a state.

BLOCKCHAIN AND SMART 
CONTRACTS
Background
A blockchain is a type of dis trib uted led ger 
that is stored and maintained on each com-
puter par tici pat ing on the blockchain. Each 
par tici pat ing com puter stores and main tains 
a copy of the exact same led ger. Such com-
put ers con stantly com mu ni cate to update 
and syn chro nise the led ger by ver i fy ing 
trans ac tions (or other infor ma tion) — a 
pro cess known as ‘con sen sus’ — which con-
firms the validity of indi vid ual trans ac tions 
(or other infor ma tion) and the entire led ger 
by aggre gat ing trans ac tions into blocks of 
data. Generally, the con sen sus pro cess results 
in a chain of immu ta ble blocks of data.

Three main types of blockchains exist: 
pub lic blockchains, pri vate blockchains 
and con sor tium blockchains. In a pub lic 
blockchain, any one may join the net work, 

par tic i pate in the con sen sus pro cess, or 
access and main tain the led ger. A pub lic  
blockchain is com pletely decentralised —  
no cen tral author ity can manip u late or 
oth er wise con trol it.40 Many cryptocurren-
cies, includ ing Bitcoin, operate on a pub lic 
blockchain. In con trast, a pri vate blockchain 
has a sin gle cen tral net work oper a tor that 
con trols who may join the net work, par tic-
i pate in the con sen sus pro cess, or access and 
main tain the led ger.41 The cen tral net work 
oper a tor may edit or delete blocks of data on 
the blockchain in its dis cre tion. An exam-
ple of a pri vate blockchain is Ripple, which 
facil i tates cryptocurrency exchange among 
cer tain businesses. A con sor tium block-
chain has sev eral net work oper a tors rather 
than one (in the case of a pri vate blockchain) 
or zero (in the case of a pub lic blockchain), 
which deter mine who may join the net-
work, par tic i pate in the con sen sus pro cess, 
or access and main tain the led ger.42 A group 
of orga ni sa tions with com mon goals may 
use a con sor tium blockchain to trans fer data 
amongst them selves securely and effi ciently, 
such as par tic i pants in a sup ply chain.43

A smart con tract is a com puter pro-
gramme stored on a blockchain that 
improves the secu rity, effi ciency and impar-
tial ity of con tract exe cu tion by elim i nat ing 
the need for an indi vid ual to enforce an 
agree ment. A smart con tract digitises agree-
ments by turn ing agree ment terms into 
code that auto mat i cally exe cutes once such 
terms are met. Smart con tracts mon i tor data 
within the blockchain or from a third-party 
data source to deter mine whether the con-
tract terms have been met and will exe cute 
only if such con di tions are met and may not 
cor re spond to an actual legal con tract.44

For exam ple, a smart con tract may be 
used to facil i tate a prop erty rental by pro-
gram ming the fol low ing terms into the 
smart con tract: (i) if ten ant sends land lord 
the agreed amount in cryptocurrency, then 
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ten ant will receive a dig i tal key to the prop-
erty; and (ii) if land lord sends a dig i tal key 
to the prop erty to ten ant, then ten ant will 
send the agreed amount in cryptocurrency 
to land lord. If the ten ant sends land lord the 
cryptocurrency or the land lord sends ten ant 
the dig i tal key to the prop erty — which-
ever occurs first — the con tract will enforce 
the agree ment by exe cut ing the other party’s 
obli ga tion auto mat i cally via the blockchain 
(ie send ing the cryptocurrency or the dig i tal 
key, as appli ca ble, to the respec tive accounts 
of land lord or ten ant).

Potential applications of blockchain 
and smart contracts to AML programmes
US finan cial insti tu tions could imple ment 
a con sor tium blockchain to decrease costs 
and improve out comes asso ci ated with their 
cus tomer iden tity ver i fi ca tion and trans ac-
tion mon i tor ing obli ga tions. A con sor tium 
blockchain could enable a par tici pat ing 
finan cial insti tu tion to rely on KYC infor-
ma tion col lected, ver i fied and stored on 
the con sor tium blockchain by one of the 
other par tici pat ing finan cial insti tu tions. 
In other words, each cus tomer could com-
plete the KYC pro cess only once, rather 
than each time a par tici pat ing finan cial 
insti tu tion begins a rela tion ship with such 
cus tomer, and such cus tomer could share 
its KYC results securely with each par tici-
pat ing finan cial insti tu tion it intends to 
use. This pro cess could result in a dig i tal 
pro file for the cus tomer stored on the con-
sor tium blockchain — cov er ing bio graphic 
infor ma tion, trans ac tion types, dol lar vol-
ume, expected orig i na tion, des ti na tion of 
trans ac tions and fre quency of trans ac tions. 
A par tici pat ing finan cial insti tu tion rely-
ing on this dig i tal pro file could reduce the 
sig nifi  cant amount of resources expended 
to com plete KYC for a new cus tomer. In 
fact, the pro cess of collecting and ver i fy ing 

KYC infor ma tion takes approx i ma tely 30 to  
50 days on aver age for a finan cial insti tu-
tion to com plete and costs approx i ma tely 
US$60m per year.45

Each par tici pat ing finan cial insti tu tion 
could mod ify a cus tomer’s pro file stored 
on the con sor tium blockchain to reflect 
updates to KYC infor ma tion and/or each 
new trans ac tion the cus tomer engages in. 
Storing all  cus tomer data on a con sor tium 
blockchain could improve mon i tor ing for 
sus pi cious trans ac tions by enabling par tici-
pat ing finan cial insti tu tions to imme di ately 
notify other par tici pat ing finan cial insti tu-
tions of detected sus pi cious activ ity. Each 
par tici pat ing finan cial insti tu tion would 
have imme di ate access to the sus pi cious 
trans ac tion data and could rely on the infor-
ma tion shar ing pro vi sion under the BSA to 
share such sus pi cious trans ac tion data with 
other par tici pat ing finan cial insti tu tions.46 
Such infor ma tion shar ing through the con-
sor tium blockchain would pro vide a clear, 
audit  able and immu ta ble record of the trans-
ac tion data that the par tici pat ing finan cial 
insti tu tions found sus pi cious — as well as the 
KYC infor ma tion the par tici pat ing finan cial 
insti tu tions relied on prior to open ing cus-
tomer accounts — which could stream line 
any reg u la tory review or inter nal review of 
such infor ma tion.

Although no finan cial insti tu tions have 
implemented a con sor tium blockchain to 
date, IBM has tested a proof-of-con cept 
con sor tium blockchain among finan cial 
insti tu tions for KYC pur poses in part ner-
ship with HSBC, Deutsche Bank and sev eral 
other major finan cial insti tu tions.47 This 
proof-of-con cept con sor tium blockchain 
gen er ally met its objec tives, which included, 
among oth ers, to: (i) ‘define har mo nized 
stan dards for the col lec tion and val i da tion 
of cer tain core doc u ment and infor ma tion 
agree  able to all  bank par tic i pants’; (ii) ‘elim-
i nate rep e ti tion of mun dane doc u men tary 
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tasks through col lab o ra tion and pri vacy-
pre serv ing shar ing’; and (iii) ‘dig i tize all  
cor po rate KYC infor ma tion to pre serve 
authen tic ity and accu racy’.48

Further, finan cial insti tu tions could use 
smart con tracts to improve trans ac tion 
mon i tor ing and reporting. Generally, the 
SAR fil ing pro cess involves six stages: (i) 
maintaining a trans ac tion mon i tor ing sys-
tem; (ii) reviewing trans ac tion alerts; (iii) 
converting alerts into cases; (iv) reviewing 
the cases; (v) documenting the ratio nale 
behind whether to file a SAR and (vi) fil ing 
the SAR. Currently, finan cial insti tu tions 
spend sig nifi  cant resources com plet ing this 
pro cess. In 2020, for instance, FinCEN 
esti mated that com pli ance per son nel at US 
finan cial insti tu tions took roughly 20 min-
utes on aver age to com plete steps (iv)–(vi) 
for each case and roughly 5.5m cases were 
cre ated that year, which resulted in roughly 
US$91m in time spent on such review that 
year.49 A finan cial insti tu tion could pro-
gramme cer tain con di tions pre ce dent for 
fil ing a SAR into a smart con tract based 
on trans ac tion data and auto mat i cally pop-
u late the rel e vant infor ma tion on a SAR 
form for sub mis sion to FinCEN (eg if a 
cus tomer makes X trans ac tions over Y dol-
lar amount to an account located abroad 
within Z period of time, then pop u late and 
file a SAR). However, the review of cer tain 
trans ac tions may require more sub jec tiv ity 
than a smart con tract’s logic per mits (ie 
does not fol low a strict ‘if . . .  then’ for mat) 
and there fore finan cial insti tu tions could 
rely on man ual review in such sit u a tions. 
Accordingly, finan cial insti tu tions could 
save sig nifi  cant amounts of time each year 
by using smart con tracts to sup port trans ac-
tion mon i tor ing and reporting efforts.

However, implementing a con sor tium 
blockchain and smart con tracts to improve 
AML com pli ance efforts pres ents sev-
eral chal lenges. First, reg u la tors gen er ally 
have a lack of under stand ing of blockchain 

tech nol ogy and have his tor i cally relied on 
leg acy sys tems at finan cial insti tu tions for 
com pli ance and reporting func tions. In fact, 
finan cial insti tu tions gen er ally lack con fi-
dence in their reg u la tors’ under stand ing of 
emerg ing tech nol o gies used for BSA/AML 
com pli ance. Roughly 60 per cent of finan-
cial insti tu tions sur veyed in 2021 said their 
reg u la tors stay up to date on tech nol ogy 
in the BSA/AML space to the fol low ing 
extent: ‘OK, poorly, or not at all ’.50 Regu-
lators’ lack of under stand ing is prob lem atic 
because finan cial insti tu tions would need 
their approval before using a con sor tium 
blockchain or smart con tracts for KYC 
pur poses. In addi tion, implementing a con-
sor tium blockchain would improve iden tity 
ver i fi ca tion and trans ac tion mon i tor ing 
effi ciency only if a sig nifi  cant num ber of 
finan cial insti tu tions par tic i pated, which 
may be unlikely because of poten tial pri vacy 
law con cerns and hes i tance to share sen si tive 
cus tomer data with com pet i tors. Further, 
the poten tial ben e fits of a con sor tium block-
chain depends on a par tici pat ing finan cial 
insti tu tion shar ing accu rate cus tomer 
infor ma tion. Implementing a con sor tium 
blockchain does not guar an tee the accu-
racy of cus tomer infor ma tion shared, which 
could cause lia bil ity issues in the event a 
par tici pat ing finan cial insti tu tion relies on 
inac cu rate KYC infor ma tion (eg a reg u la tor 
may impose lia bil ity on both the rely ing and 
pro vid ing finan cial insti tu tions for com pli-
ance fail ures resulting from the inac cu rate 
infor ma tion).

CONCLUSION
Machine learn ing and nat u ral lan guage 
processing, bio met rics, geolocation, as well 
as blockchain and smart con tracts have 
sig nifi  cant poten tial to improve finan cial 
insti tu tions’ AML com pli ance efforts. A 
finan cial insti tu tion should weigh the ben-
e fits and chal lenges discussed above and 
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deter mine if implementing any of these 
tech nol o gies would pro vide a net ben e fit 
to its AML com pli ance programme. Given 
the pace of tech no log i cal change, finan-
cial insti tu tions should mon i tor the mar ket 
on an ongo ing basis for new prod ucts and 
ser vices that could improve their AML 
programmes.
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