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Notice

This guidance does not constitute legal advice in any jurisdiction. It is intended to
provide technical guidance and suggestions as to best practice for legal practitioners
when dealing with matters involving blockchain and distributed ledger technology. The
authors of this guidance accept no liability for any claim in connection with any action
or inaction of any party acting in reliance on the contents herein.



Foreword

Once again, the authors of Tech London Advocates’ (TLA) new Blockchain Legal and
Regulatory Guidance are to be congratulated.

The Guidance has been massively expanded and updated since its first publication.
It is now a comprehensive guide to the legal and regulatory considerations that
everyone in the on-chain space needs to understand.

| believe that three major developments are imminent. They will mean that every
lawyer will require familiarity with the blockchain, smart legal contracts and
cryptoassets — both conceptually and functionally. Those developments are: first, the
launch of central bank digital currencies that will put cryptoassets into mainstream
use. Secondly, the widespread adoption of digital transferable documentation, and
thirdly the transition from analogue programmes, such as Word, to smart machine
readable documents.

This Guidance will put lawyers in a far better position to understand how DLT and
smart legal contracts are being, and will soon, be deployed in use cases across the
financial and industrial sectors. More importantly, it puts English law front and centre
as the legal foundation for the blockchain.

TLA's Blockchain Legal and Regulatory Guidance suggests best practice for legal
practitioners working in the new technologies. It builds on the UK Jurisdiction
Taskforce Legal Statement on Cryptoassets and Smart Contracts published 2 years
ago. Anne Rose and her colleagues light the path for lawyers determined to stay
ahead of the game.

The Rt Hon Sir Geoffrey Vos, Master of the Rolls




Presidential Foreword

Technology underpins innovation in legal services and plays a critical role in driving
the post-coronavirus recovery across all sectors of the economy. It is also central
to establishing the UK as an agile, innovative, and digital destination for business.

Our members play a fundamental role in economic growth, stability and attracting
business to the UK. In fact, our research indicates that the adoption of new tech-
nologies could reduce the cost of legal services to UK business users by £350
million by 2030, and double productivity growth in the legal sector. Every £1 of
productivity saving in the legal services sector in 2020 could generate between
£3.30 and £3.50 of additional GDP for the UK by 2050, while every £1 increase

in legal productivity in 2020 is estimated to result in £9.15 to £10.61 of additional
capital by 2050.8

The pandemic has incentivised businesses of all types and sizes to embrace new
technologies. As the economy recovers, we will see a further increase in Law-
Tech adoption rates across the profession. For the benefits of technology to be
unlocked, the awareness and capabilities of lawyers should be built. Distributed
Ledger Technology, smart legal contracts and cryptoassets will likely form the in-
frastructure of the digital economy and basis for future transactions, which lawyers
will continue to advise on.

The work of the TLA’'s Blockchain Legal and Regulatory Group and the work of the
UK Jurisdiction Taskforce have demonstrated that English common law and the
jurisdiction of England and Wales is flexible and able to adapt to new technologies
and new types of assets.

The second edition of the Blockchain Legal and Regulatory Group provides an up-
dated framework and much needed guidance on the use of blockchain in the legal
services sector.

I. Stephanie Boyce, President of The Law Society

A Analysis available from The Law Society on request

B The Law Society, ‘Contribution of the UK Legal Services Sector to the UK Economy Report’ (23 January 2020)
<https://www.lawsociety.org.uk/topics/research/contribution-of-the-uk-legal-services-sector-to-the-uk-economy-report>
Accessed 29 July 2020
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Section 14: Blockchain and ESG
Nicola Higgs, Stuart Davis, Paul Davies and Charlotte Collins
(Latham & Watkins LLP)

Introduction

As the popularity of cryptoassets has grown and mainstream financial institutions
have begun to show an interest in them as an investable and tradable asset class,
attention has started to focus on the cryptocurrency industry’s environmental, social,
and governance (ESG) performance.

Voluntary and mandatory ESG-related reporting requirements have emerged in
recent years, as keen investor interest in ESG matters has grown. Consequently,
financial institutions and other corporates find themselves under unprecedented
scrutiny in terms of their ESG credentials. Therefore, they are under increasing
pressure to ensure that their business, clients, associations, and investments do not
have a negative impact from an ESG perspective.

The vast majority of the world’s financial institutions manage climate risk and other
ESG risks in their own portfolios. As a result, many financial institutions perform
related diligence on corporates they look to service, whether by traditional lending,
capital markets underwriting, or direct investment. Equally, listed companies are
some of the first to face formal ESG disclosure regimes and so are mindful of their
various ESG “exposures”, while asset managers are also facing greater pressure

to ensure that investments align with investor demands and expectations. Though
the focus has been primarily on the ESG performance of cryptocurrency miners
(given their role in the creation of cryptocurrencies and the energy requirements
associated with that process), the ESG performance of the broader cryptocurrency
industry increasingly needs to be considered, particularly as institutional investment
in cryptoassets is accelerating. Accordingly, investors in cryptocurrency miners,

in cryptoasset service providers, and even in companies that put cryptoassets on
their balance sheets must now weigh the potential for increased returns against the
possible negative impact on their ESG credentials.

For example, most listed corporates now have an ESG policy in place and, at

one level or another, are looking to finance themselves by relying on ESG-linked
products (sustainability-linked bonds or loans, ESG swaps, etc). Concurrently, many
corporate treasuries (especially in the US, but also in Europe) are looking to invest

a portion of their balance sheet assets in digital assets (Bitcoin in particular). For
public companies looking to issue ESG products and also allocate a portion of their
balance sheet to digital assets, the challenges in reconciling ESG-related promises
to investors with the company’s underlying ESG profile are acute.

It is necessary to distinguish cryptocurrencies as an asset class from the distributed
ledger technology (DLT) they rely on. DLT is a set of technological solutions that
enables a single, sequenced, standardised, and cryptographically-secured record
of activity to be safely distributed to, and acted upon by, a network of participants.
DLT has a wide number of potential use cases in financial services and many of
those applications will be designed in a way that does not rely on the complex
consensus models utilised by some cryptocurrencies and does not, therefore,
necessarily present material ESG concerns. However, given the significant attention
cryptocurrencies are receiving with respect to environmental considerations, this
section focuses on the ESG considerations relating to cryptocurrencies rather than
exploring the broader potential for DLT use cases in financial services, which would
require a case-by-case assessment in relation to ESG issues.

Environmental considerations

Environmental concerns have circulated in popular media relating to the amount

of energy expended in mining cryptocurrencies and the consequent emissions,
particularly those that rely on a proof of work consensus model (such as Bitcoin
and Ether) rather than proof of stake, or proof of authority, consensus models. Such
emissions, it has been argued, have the potential to significantly contribute to the
acceleration of global warming.
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According to research by the University of Cambridge, the majority of Bitcoin miners
have been based in China250, a country heavily reliant on coal for energy. However,
recent policy decisions and initiatives to shift from fossil fuels to clean energy
sources have started to reduce the cryptocurrency mining carbon footprint. Further,
in September 2021, the Chinese government introduced a blanket prohibition on the
trading and mining of cryptocurrencies, and it is yet to be seen what impact this will
have on the carbon footprint of cryptocurrency mining in the longer term.

Nevertheless, a growing range of blockchain protocols supporting the issuance of
cryptoassets that do not rely on energy-intensive consensus models are coming
to the market, including permissioned networks, which the financial industry is
increasingly adopting. Even so, the popularity of Bitcoin and other well-known
cryptocurrencies as an asset, and their broader importance to the cryptocurrency
market, means that environmental questions continue to be highly relevant in this
sector.

Where and how cryptocurrency is mined is a growing area of focus for investors who
do not want to buy cryptocurrency that is created in a way that causes excessive
energy waste or environmental damage. Today nearly 40% of cryptocurrency mining
relies on renewable energy sources, as an increasing number of miners aim to
reduce carbon emissions and meet investors’ demands. Anecdotes have circulated
about investors seeking sustainably mined ‘virgin’ bitcoins at a premium, as these
bitcoins are less likely to be associated with problematic activities, and therefore less
likely to raise ESG or reputational risks. Some institutions even want to mine their
own supply to be able to prove their coins’ provenance to clients.

Climate focus: the impact of the Paris Agreement

The Paris Agreement is a legally binding international treaty on climate change,
adopted by 196 countries at the United Nations Climate Change Conference in Paris
on 12 December 2015. Its goal is to limit global warming to below 2°C, compared

to pre-industrial levels. Those 196 countries are now looking to build their own
legislative frameworks to ensure that they can achieve the carbon reduction goals
set out in the Paris Agreement. They aim to achieve these goals by imposing carbon
reduction requirements on companies operating in their jurisdictions. In practice, for
the vast majority of companies, this requirement will likely involve aligning with the
Task Force on Climate-related Financial Disclosures (TCFD), a private sector task
force whose recommendations are widely recognised as authoritative guidance on
the reporting of financially material, climate-related information.

The TCFD recommendations and supporting disclosures include the following:

— Governance: disclose the organisation’s governance around climate-related risks
and opportunities

— Strategy: disclose the actual and potential impacts of climate-related risks and
opportunities on the organisation’s businesses, strategy, and financial planning
where such information is material

— Risk management: disclose how the organisation identifies, assesses, and
manages climate-related risks

— Metrics and targets: disclose the metrics and targets used to assess and manage
relevant climate-related risks and opportunities where such information is
material

A number of governments and financial regulators around the world have expressed
support for the TCFD recommendations and are integrating them into their guidance
and policy frameworks, including the UK, Australia, New Zealand, Canada,

Hong Kong, Japan, Singapore, and South Africa, as well as some EU Member

250 https://cbeci.org/mining_map
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States. In the UK, for example, the FCA has introduced climate-related disclosure
requirements for listed companies. These require companies to disclose, on a
“comply or explain” basis, whether they have made disclosures consistent with the
TCFD recommendations. Further, a TCFD-aligned international reporting standard
is currently under development, which could pave the way for mandatory TCFD
compliance.

For the reasons highlighted above, many cryptocurrency miners and firms may find
having to disclose their greenhouse gas emissions publicly as a highly sensitive
exercise. They may also find it challenging to ensure the accuracy of those
disclosures.

However, some cryptocurrency firms are starting to explore carbon offset and
energy efficiency/sustainability programmes. For example, the Energy Web

Chain is an Ethereum-like base layer network protocol for the purpose of building
renewable energy applications on the blockchain. Unlike the Ethereum or Bitcoin
protocols, Energy Web Chain uses a proof of authority consensus model, which,
Energy Web Chain argues, is more energy efficient due to its permissioned, proof
of authority consensus. These types of blockchain consensus models have been
gaining prominence as a result of energy efficiency concerns and may become an
increasingly important factor in the success of these platforms. Energy Web has
also recently partnered in the launch of the Crypto Climate Accord (CCA), a private
sector-led initiative inspired by the Paris Agreement. The CCA focuses its efforts on
decarbonising the cryptocurrency industry, aiming for all blockchains to be powered
by 100% renewable energy sources by 2025, as well as net-zero emissions for the
entire crypto industry by 2040.2

Social considerations

Social impacts have moved to the forefront during the COVID-19 pandemic. Bitcoin
and other cryptocurrencies have notable arguments concerning their own social
benefits. Cryptocurrencies aim to allow users to seamlessly transfer value in all parts
of the world via a monetary network that is robust, free of censorship, and resistant
to intervention by state actors and geopolitical conflicts. The only barrier to entry for
aspiring market participants is an internet connection.

As mentioned previously, many cryptoasset service providers (CSPs) have taken
significant steps to implement compliance safeguards such as anti-money
laundering (AML) and countering terrorist financing (CTF) frameworks even in
advance of formal regulatory requirements being imposed on them, though this

is not universally the case. For example, the increasing use of decentralised

finance (DeFi) platforms in order to trade cryptoassets or provide/take liquidity
through lending or market-making platforms raises concerns as to whether these
unregulated platforms may be used to sidestep the compliance safeguards of
regulated platforms. DeFi platforms do not tend to impose AML “know your
customer” (KYC) standards on their users, and governments and regulators have
raised concerns as to whether the anonymity associated with these platforms could
lead to undetected market manipulation or financial crime. However, a range of
AML/KYC solutions tailored to the DeFi space are emerging even in this traditionally
unregulated area.

On the other hand, cryptocurrency activity is not inherently opaque, and a benefit
of cryptocurrency transactions is that they are largely transparent and traceable
(with the exception of privacy coins??). Blockchain analysis has been recognised as
an important tool for cryptoasset service providers to consider when dealing with
assets that have originated from anonymous or private sources.? Still, important
questions remain as to how AML/KYC requirements should be adjusted to take into

251 https:/cryptoclimate.org/
252 Privacy coins are coins that provides the user community with a higher level of anonymity than is typical for

cryptocurrency. Privacy-related features may include encryption, the bundling of transactions (so that individual users
cannot be linked to individual transactions), and stealth addresses.

253 See the Joint Money Laundering Steering Group’s Sectoral Guidance on Cryptoasset Exchange Providers and
custodian wallet providers.
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account the traceable nature of the blockchain (e.g. how many ‘hops’ a cryptoasset
service provider should analyse to be comfortable with the source of the asset).
However, as the industry matures, and as regulators and international bodies such
as the FATF continue to work with the sector, market standards in this area should
continue to emerge.

While market participants in the cryptocurrency industry may be able to use their
social impacts as a method of competitive advantage, particularly by contrasting
their activities with any perception that cryptocurrency is an avoidance mechanism
for taxation and other regulatory regimes, or a driver for criminal activity, they must
be able to demonstrate meaningful social contribution by understanding the metrics
customarily used to measure social impacts.

Governance considerations

Governance, and in particular the transparency of a cryptocurrency market
participant’s governance framework, forms a key driver of opportunity or exposure.
Considerations include:

— Does the management body take into account sustainability issues in the course
of business?

— Is the operation structured to align with the long-term ideal of being sustainable
by maintaining a diverse management team?

— Does the firm operate with tax transparency?
— Is financial crime, bribery, and corruption risk adequately managed?

— Does the operation have systems in place to protect against cyberattacks that
could result in losses for investors and breaches of privacy?

— Is executive pay linked to sustainability targets?
— How does the firm address diversity and inclusion within the organisation?

Some of these questions may challenge high-growth companies that often operate
under regimes that have not adapted to their business model, particularly in the case
of financial crime legislation. Over time, governance will organically improve as digital
asset businesses become more mainstream and list on public exchanges (whether
through IPOs, direct listings, SPACs, or otherwise), as they will be forced to adhere
to formalised governance and disclosure models as would any other publicly-
traded company. In line with the current focus on ESG matters, governance-related
disclosures are also expanding for listed companies, with various jurisdictions
beginning to introduce additional governance-related disclosure standards
regarding diversity and inclusion. For example, in the UK the FCA is introducing new
requirements for listed companies to disclose in their annual financial report whether
they meet specific board diversity targets on a “comply or explain” basis.

Conclusion

With ESG reaching increased prominence, businesses cannot escape its impact.
Whether caught directly because they fall within the formal disclosure regimes,

or indirectly because the corporates and financial institutions they deal with fall
within those regimes and/or must justify their ESG credentials to investors and
other interested parties, ESG is a key consideration across all markets and sectors.
Therefore, ESG considerations cannot be ignored by digital asset businesses,
particularly given the environmental concerns that have been highlighted in the
press.

For these reasons, it is advisable for any cryptocurrency firm looking to access
finance from financial institutions to holistically review its ESG credentials and
narrative and consider how it would like to publicly present its performance against
traditional ESG metrics. For ESG-conscious financial institutions looking to trade,
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invest, or custody digital assets, it will be critical to review the cryptocurrency firm’s
ESG credentials and narratives to ensure that they are in line with their own ESG
objectives, as well as client expectations. And for corporate treasuries exploring the
possibility of adding cryptocurrency hedges to their balance sheet, a well-devised
strategy and execution is imperative to ensure consistency with internal ESG
policies.

Cryptocurrency firms must also bear in mind the strong regulatory framework that
continues to build around ESG, and the level of scrutiny in this area. Any ESG-
related claims must be fully substantiated and the data upon which they are based
must be accurate and reliable.

Visit The Law Society's website to read the full report - https://www.lawsociety.org.uk/
topics/research/blockchain-legal-and-regulatory-guidance-second-edition
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