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Introduction

The Dubai International Financial Centre (DIFC) has a new data protection law and regulations:
the Data Protection Law DIFC Law No. 5 of 2020 (DIFC DP Law) and the Data Protection
Regulations (DIFC DP Regulations, and together with the DIFC DP Law, DIFC DP Legislation).

The DIFC DP Legislation became effective on 1 July 2020, repealing the previous law (Data
Protection Law DIFC Law No. 1 of 2007). However, businesses have a grace period of three
months (until 1 October 2020) to achieve full compliance.

The Commissioner of Data Protection for the DIFC (Commissioner) has produced a guide to the
DIFC DP Legislation (DIFC Guide), which provides a comprehensive overview of the DIFC DP
Legislation for entities.

This article aims to:
» Describe who the DIFC DP Legislation applies to

* Map the DIFC DP Legislation against the GDPR and highlight where the DIFC DP Legislation
materially differs from the GDPR, taking account of the fact that readers of this article will
likely be familiar with the GDPR


https://www.difc.ae/files/4115/9350/4012/Commissioners_Guide_to_DP_Law__Regs_2020.pdf
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Who Does the DIFC DP
Legislation Apply To?

Article 6(3) of the DIFC DP Law states that it applies to the following:

1. Businesses incorporated in the DIFC (irrespective of whether the Processing of Personal
Data occurs within the DIFC or not)

2. Businesses that Process Personal Data in the DIFC as part of stable arrangements other than
on an occasional basis, regardless of their place of incorporation

Point 1 is self-explanatory, but what are “stable arrangements” as contemplated by Point 2? The
term is undefined by the DIFC DP Legislation (and therefore open to interpretation in the course
of enforcement), but the DIFC Guide explains that stable arrangements can include “a legally
binding or recognised agreement or relationship of an existing, valid sort”. Readers familiar with
the GDPR will recognise this approach, where the legal form is not determinative, as reflective of
that taken by the European Data Protection Board’s (EDPB’s) Guidelines 3/2018 on the territorial
scope of the GDPR (Article 3). The Commissioner and the DIFC courts might reasonably be
expected to take a similar approach.

How Does the DIFC DP Legislation
Compare With the GDPR?

The table on page 3, while not exhaustive, should provide a useful crib sheet for data privacy
practitioners familiar with the GDPR to get up to speed on the DIFC DP Legislation. Specifically,
the table:

» Sets out the key concepts addressed in the DIFC DP Legislation

» References where those concepts are addressed in both the GDPR and the DIFC DP
Legislation

* Notes key differences between how those concepts are addressed in the GDPR and the
DIFC DP Legislation where relevant

» Adopts the following colour coding:

»  Bright blue to indicate no material differences between the GDPR and the DIFC DP
Legislation

» Orange to indicate material differences between the GDPR and the DIFC DP Legislation
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DIFC DP Legislation vs. GDPR: A Snapshot

Personal Data Paragraph 3 (Defined terms),
Schedule 1 of the DIFC DP Law

Concept DIFC DP Legislation GDPR Comparison between GDPR and DIFC DP Legislation
Key Definitions:

Article 4(1) (Definitions)

Identifiable Natural Paragraph 3 (Defined terms),
Person Schedule 1 of the DIFC DP Law

Article 4(1) (Definitions)

SIS EINOE Yo T VADEIEMM Paragraph 3 (Defined terms),
Schedule 1 of the DIFC DP Law

Article 9 (Processing
of special categories of
personal data)

Processing Paragraph 3 (Defined terms),
Schedule 1 of the DIFC DP Law

Article 4(2) (Definitions)

High Risk Processing
Activities

Paragraph 3 (Defined terms),
Schedule 1 of the DIFC DP Law

N/A

The definition of Personal Data in the DIFC DP Law is materially the same as
the definition in the GDPR.

The definition of Identifiable Natural Person in the DIFC DP Law is materially
the same as the definition in the GDPR.

The definition of Special Category Data differs in the DIFC DP Law. In
addition to including the categories of Personal Data that the GDPR identifies
as sensitive, the DIFC DP Law also includes references to “communal origin”
and “political affiliations” (as opposed to political opinions as set forth in Article
9 of the GDPR).

However, unlike the GDPR, this definition does not include a reference to
“sexual orientation”.

The definition of Processing in the DIFC DP Law is materially the same as the
definition in the GDPR.

Unlike the GDPR, the DIFC DP Law defines High Risk Processing Activities.

High Risk Processing Activities refers to Processing Personal Data where one
or more of the following applies:

(i) Processing that includes the adoption of new or different technologies or
methods, which creates a materially increased risk to the security or rights of
a Data Subject or renders it more difficult for a Data Subject to exercise their
rights.

(ii) A considerable amount of Personal Data will be Processed, and such
Processing is likely to result in a high risk to the Data Subject.
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Concept DIFC DP Legislation Comparison between GDPR and DIFC DP Legislation
Key Definitions:

(iii) The Processing will involve a systematic and extensive evaluation

of personal aspects relating to natural persons, based on automated
Processing, including Profiling, and on which decisions are based that
produce legal effects concerning the natural person or similarly significantly
affect the natural person.

(iv) A material amount of Special Categories of Personal Data is to be
Processed.

The DIFC DP Law’s definition of High Risk Processing Activities is largely

consistent with the nature of activities identified in the EDPB Guidelines

on Data Protection Impact Assessment (DPIA) and determining whether

Processing is “likely to result in a high risk” for the purposes of Regulation

2016/679, and therefore, for practical purposes, the definition of High

Risk Processing Activities is materially the same as the “definition” in the

aforementioned guidelines.

Data Subject Paragraph 3 (Defined terms), (e CRIGBNIDENiTeliiell)M The definition of Data Subject in the DIFC DP Law is materially the same as
Schedule 1 of the DIFC DP Law the definition in the GDPR.

Controller Paragraph 3 (Defined terms), PGSR AR Tlifels XM The definition of Controller in the DIFC DP Law is materially the same as the
Schedule 1 of the DIFC DP Law definition in the GDPR.

Joint Controller Paragraph 3 (Defined terms), Article 26 (Joint The definition of Joint Controller in the DIFC DP Law is materially the same
Schedule 1 of the DIFC DP Law controllers) as the definition in the GDPR.

Processor Paragraph 3 (Defined terms), PNu e SRR Tliifels XM The definition of Processor in the DIFC DP Law is materially the same as the
Schedule 1 of the DIFC DP Law definition in the GDPR.

Sub-processor Paragraph 3 (Defined terms), N/A Unlike the GDPR, the DIFC DP Law defines Sub-processor; however, Latham
Schedule 1 of the DIFC DP Law understands this to be a commonly understood term within data privacy

jurisprudence.
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Concept
Requirements for

Legitimate and Lawful

Processing

Processing of Special

Categories of Personal

Data

Meaning of Consent

DIFC DP Legislation
Article 9 (General requirements)
of the DIFC DP Law

Article 10 (Lawfulness of
Processing) of the DIFC DP Law

Article 6 (Lawfulness of
processing)

Recitals 39 to 50

Article 11 (Processing of Special
Categories of Personal Data) of
the DIFC DP Law

Article 9 (Processing
of special categories of
personal data)

Recitals 46 and 51 to 56

Article 12 (Consent) of the DIFC
DP Law

Article 7 (Conditions for
consent)

Article 8 (Conditions
applicable to child’s
consent in relation to
information society
services)

Comparison between GDPR and DIFC DP Legislation

No material differences — the DIFC DP Law provides essentially the same
legal bases for Processing Personal Data as the GDPR.
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Concept DIFC DP Legislation m Comparison between GDPR and DIFC DP Legislation

Recitals 32, 33, 38, 42
and 43

RN (WL W CYe i UM Article 13 (Legitimate interests) of | Article 6(1)(f)
Interests the DIFC DP Law (Lawfulness of
processing)

Recitals 47 and 48

Accountability and Article 14 (Accountability and PN C S22 NN olols /o]l No material differences — both the DIFC DP Law and the GDPR specify that
Notification notification) of the DIFC DP Law of the controller) Controllers are required to put in place programs demonstrating compliance

with the respective laws.
Article 25 (Data

protection by design and
by default)

Recitals 74 to 78
[RGCT] (BN M LY sl Article 15 (Records of Processing | Article 30 (Records of No material differences — both the DIFC DP Law and the GDPR specify that
activities) of the DIFC DP Law processing activities) Controllers and Processors are required to maintain a written record of their
Processing activities.

Recitals 13 and 82



https://www.difc.ae/files/7415/9170/9162/2020_0604_Consent_Guidance_FINAL.docx.pdf
https://www.difc.ae/files/7415/9170/9162/2020_0604_Consent_Guidance_FINAL.docx.pdf
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Concept DIFC DP Legislation m Comparison between GDPR and DIFC DP Legislation

PN LN NI N3 Article 16 (Designation of the Article 37 (Designation
of Data Protection DPO) of the DIFC DP Law of the data protection

Officer officer)
Article 17 (The DPO:

competencies and status) of the Article 38 (Position of the
DIFC DP Law data protection officer)

Article 18 (Role and tasks of the Article 39 (Tasks of the
DPO) of the DIFC DP Law data protection officer)

Article 19 (DPO Controller Recital 97
assessment) of the DIFC DP Law
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Concept DIFC DP Legislation m Comparison between GDPR and DIFC DP Legislation

Privacy Impact Article 20 (Data protection impact | Article 35 (Data
Assessments assessment) of the DIFC DP Law | protection impact
assessment)

Recitals 75, 84 and 89

to 93
Consultation With Article 21 (Prior consultation) of Article 36 (Prior
Authority Prior to the DIFC DP Law consultation)

Processing
Recitals 94 to 96

Cessation of Article 22 (Cessation of Article 5(1)(e)

Processing Processing) of the DIFC DP Law
Recital 39

Binding Agreements Article 23 (Joint Controllers) of the | Article 26 (Joint
for Joint Controllers DIFC DP Law controllers)

Article 64 (Compensation) of the | Article 82 (Right to
DIFC DP Law compensation and
liability)

Recitals 58, 79, 146 and
147



https://www.difc.ae/files/5815/9170/9231/2020_0604_High_Risk_Processing_Guidance_FINAL.docx.pdf
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Concept DIFC DP Legislation Comparison between GDPR and DIFC DP Legislation
Binding Agreements Article 24 (Processors and Sub- Article 28 (Processor) No material differences — the DIFC DP Law has largely incorporated the

for Processors and processors) of the DIFC DP Law . same Controller-to-Processor contract requirements.
Sub-Processors Recital 81

Transfers Out of Article 26 (Transfers out of Article 45 (Transfers on
NI EY [T T MM TNl the DIFC: adequate level of the basis of an adequacy
an Adequate Level of protection) of the DIFC DP Law decision)

Protection

Appendix 3 (Adequate Recitals 103 to 107
Jurisdictions) of the DIFC DP
Regulations

Transfers Out of Article 27 (Transfers out of Article 46 (Transfers No material differences — the DIFC DP Law and the GDPR provide similar
NI EYC T MM G CTCRCIl the DIFC in the absence of an subject to appropriate mechanisms (standard contractual clauses, binding corporate rules etc.)
(I ELWWCELIEICY AN adequate level of protection) of safeguards) which permit the transfer of data in the absence of an adequate level of

of Protection the DIFC DP Law protection.
Recitals 108 and 109

The European Court of Justice has invalidated the EU-US Privacy Shield and
imposed significant conditions on the use of the standard contractual clauses/
model clauses. For further detail, see this Latham blog post.



https://www.difc.ae/business/operating/data-protection/adequate-data-protection-regimes/
https://www.globalprivacyblog.com/privacy/cjeu-invalidates-eu-us-privacy-shield/
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Concept DIFC DP Legislation m Comparison between GDPR and DIFC DP Legislation

Sharing Data Article 28 (Data sharing) of the Article 48 (Transfers
With Other Public DIFC DP Law or disclosures not
Authorities authorised by Union law)
Recital 115
Transparency Article 29 (Providing information Article 13 (Information
Obligations where Personal Data has been to be provided where
obtained from the Data Subject) personal data are
of the DIFC DP Law collected from the data
subject)
Article 30 (Providing information
where Personal Data has not Article 14 (Information
been obtained from the Data to be provided where
Subject) of the DIFC DP Law personal data have not

been obtained from the

Article 31 (Nature of Processing data subject)

information) of the DIFC DP Law
Recitals 60 to 62
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Concept DIFC DP Legislation m Comparison between GDPR and DIFC DP Legislation

Rights of Data Article 32 (Right to withdraw Article 12 (Transparent
Subjects consent) of the DIFC DP Law information,
communication and

Article 33 (Right to access, modalities for the

rectification and erasure of exercise of the rights
Personal Data) of the DIFC DP of the data subject) to

Law Article 22 (Automated
individual decision-
making, including
profiling)

Article 34 (Right to object to
Processing) of the DIFC DP Law

Article 35 (Right to restriction of

Processing) of the DIFC DP Law Recitals 58 to 73 and 91

Article 37 (Right to data
portability) of the DIFC DP Law

Article 38 (Automated individual
decision-making, including
Profiling) of the DIFC DP Law

Article 39 (Non-discrimination) of
the DIFC DP Law

Article 40 (Methods of exercising
Data Subject rights) of the DIFC
DP Law
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Concept
Personal Data
Breaches —
Notification to
Commissioner

Personal Data
Breaches —
Notification to Data
Subjects

Enforcement Powers

of Authority — Non-
Monetary

Enforcement Powers
of Authority — Fines

DIFC DP Legislation

Article 41 (Notification of
Personal Data Breaches to the
Commissioner) of the DIFC DP
Law

a personal data breach
to the supervisory
authority)

Recitals 85, 87 and 88

Article 42 (Notification of Personal
Data Breaches to a Data Subject)
of the DIFC DP Law

Article 34
(Communication of a
personal data breach to
the data subject)

Recitals 86, 87 and 88

Article 46 (Powers, functions and
objectives of the Commissioner)
of the DIFC DP Law

Article 59 (Directions) of the DIFC
DP Law

Article 58 (Powers)

Recitals 122, 129 and
131

Article 62 (Imposition of Fines) of
the DIFC DP Law

Schedule 2 of the DIFC DP Law

Article 82 (Right to
compensation and
liability)

Article 83 (General
conditions for imposing
administrative fines)

Recitals 146 to 152

m Comparison between GDPR and DIFC DP Legislation

Article 33 (Notification of

No material differences — the time period for reporting Personal Data
Breaches to the Data Subject is largely the same in the DIFC DP Law (“as
soon as practicable in the circumstances”) and the GDPR (“without undue
delay”) as there is no 72-hour deadline for notifying data subjects under the
GDPR.

No material differences — the DIFC DP Law and the GDPR afford the
Commissioner and supervisory authority in each Member State broad powers
to enforce the application of the respective laws.




Concept

Other Remedies of
Data Subjects

DIFC DP Legislation
Article 60 (Lodging complaints
and mediation) of the DIFC DP
Law

Article 63 (Application to the
Court) of the DIFC DP Law

Article 64 (Compensation) of the
DIFC DP Law

Article 77 (Right to
lodge a complaint with a
supervisory authority)

Article 78 (Right to an
effective judicial remedy
against a supervisory
authority)

Article 79 (Right to an
effective judicial remedy
against a controller or
processor)

Article 82 (Right to
compensation and
liability)

Recitals 141, 143 and
145 to 147
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Comparison between GDPR and DIFC DP Legislation

No material differences — the DIFC DP Law and the GDPR afford Data
Subjects similar rights, e.g., allowing them to make compensation claims in
relation to contraventions of the relevant laws.
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Practical Takeaways

Any entity subject to the DIFC DP Legislation should:
* Understand the impact of the changes and obligations under the DIFC DP Legalisation
»  Conduct an audit of its Processing activities

» Consider the appointment of a DPO as a general requirement, and proceed to appoint a DPO
when performing High Risk Processing Activities on a systematic or regular basis

« Ensure that it has the right procedures in place to (i) support Data Subjects’ rights; and (ii)
detect, report, and investigate a Personal Data Breach within the prescribed timelines

* Review and update its (i) privacy notice; (ii) consent forms; and (iii) contracts with Joint
Controllers, Processors, and Sub-processors to ensure that they reflect the mandatory
requirements

*  Notify its employees of the requirements under the DIFC DP Legislation
» Create a record of its Processing activity under this responsibility

* Review (i) international transfers of Personal Data to ensure that transfers are made
in accordance with DIFC DP Legislation; and (ii) the legal bases currently adopted for
Processing Personal Data, including Special Categories of Personal Data

»  Conduct a privacy impact assessment, prior to undertaking a High Risk Processing Activity

Conclusion

The DIFC DP Legislation is similar to the GDPR in many respects, but there are important
differences, including (i) the possibility for Controllers and Processors to continue to use Personal
Data in encrypted or pseudonymised form after the legal basis for Processing has ceased; (ii) the
timeline for reporting Personal Data Breaches to the Commissioner; (iii) the maximum applicable
administrative fines; (iv) additional “special category” data categories; (v) inclusion of measures
to assess the validity of consent; and (vi) the prohibition on discrimination. On the whole the DIFC
DP Legislation is a welcome development for the DIFC and sets a new and significant benchmark
for data privacy in the Middle East.
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